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Cyber Security
• HSBC and other public and private organisations, continue to operate in an environment of increasing 

and more sophisticated threats of cyber attacks.
• Cyber risk is a priority area for senior leadership and is regularly reported at Board level to ensure 

appropriate visibility, governance and executive support for our ongoing cyber security programme. 
• We continue to further strengthen and significantly invest in our ability to prevent, detect and respond to 

cyber attacks.
• We are further enhancing our cyber security capabilities through our dedicated cyber programme, 

strengthening the threat detection capability within our security operations centres; delivering enhanced 
anti-malware capability across our infrastructure, and improving our access controls and protection of 
data.

• We work closely with law enforcement and financial services peers such as the National Cyber Security 
Centre (NCSC) and the Financial Services Information Sharing & Analysis Centre (FS-ISAC). 

• We have recently established security innovation labs and are actively engaged in FinTech partnerships. 
• We continue to invest in a programme of education on cyber risk for our colleagues, equipping them with 

knowledge necessary to detect the main cyber threats. 
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IT Resilience
• The performance of IT services are tracked and monitored on a daily basis.
• Any service downtime is investigated and reviewed to prevent recurrence and minimise impact to 

customers.
• We continue to focus on the need to ensure comprehensive IT system and infrastructure resilience is in 

place, to prevent failures in the operation and protect the performance of critical systems and services. 
• The performance of critical IT services evidences the positive trend in improvements to our system 

resilience:
o A reduction in incidents impacting critical services
o Disruption free change has improved, against a continued increase in change volume

• HSBC actively reviews its IT services and invests in upgrades to remediate risks.
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Appendix
Important notice and forward-looking statements

Important notice

The information contained in this presentation and subsequent discussion, which does not purport to be comprehensive nor render any form of financial or other 
advice, has been provided by HSBC [and has not been independently verified by any person]. No responsibility, liability or obligation (whether in tort, contract or 
otherwise) is accepted by HSBC, any of its affiliates or any of its or their officers, employees, agents or advisers (each an “Identified Person”) as to or in relation to 
this presentation and any subsequent discussions (including the accuracy, completeness or sufficiency thereof) or any other written or oral information made 
available or any errors contained therein or omissions therefrom, and any such liability is expressly disclaimed. 

No representations or warranties, express or implied, are given by any Identified Person as to, and no reliance should be placed on the accuracy or completeness of 
any information contained in this Presentation, any other written or oral information provided in connection therewith or any data which such information generates. 
No Identified Person undertakes, or is under any obligation, to provide the recipient with access to any additional information, to update, revise or supplement this 
Presentation or any additional information or to remedy any inaccuracies in or omissions from this Presentation. 

Forward looking statements

Past performance of HSBC cannot be relied on as a guide to future performance. This presentation and subsequent discussion may contain projections, estimates, 
forecasts, targets, opinions, prospects, results, returns and forward-looking statements with respect to the financial condition, results of operations, capital position 
and business of the Group (together, “forward-looking statements”). Any such forward-looking statements are not a reliable indicator of future performance, as they 
may involve significant assumptions and subjective judgements which may or may not prove to be correct and there can be no assurance that any of the matters set 
out in forward-looking statements are attainable, will actually occur or will be realised or are complete or accurate. Forward-looking statements are statements about 
the future and are inherently uncertain and generally based on stated or implied assumptions. The assumptions may prove to be incorrect and involve known and 
unknown risks, uncertainties, contingencies and other important factors, many of which are outside the control of the Group. Actual achievements, results, 
performance or other future events or conditions may differ materially from those stated, implied and/or reflected in any forward-looking statements due to a variety of 
risks, uncertainties and other factors (including without limitation those which are referable to general market conditions or regulatory changes). Any such forward-
looking statements are based on the beliefs, expectations and opinions of the Group at the date the statements are made, and the Group does not assume, and 
hereby disclaims, any obligation or duty to update, revise or supplement them if circumstances or management’s beliefs, expectations or opinions should change. 
For these reasons, recipients should not place reliance on, and are cautioned about relying on, any forward-looking statements. No representations or warranties, 
express or implied, are given by any Identified Person as to the achievement or reasonableness of any projections, estimates, forecasts, targets, prospects or returns 
contained herein. Additional detailed information concerning important factors that could cause actual results to differ materially is available in our Interim Report 
2017.
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